How We Use Your Information
This privacy notice explains why the GP practice collects information about you and how that information
may be used. As data controllers, GPs have fair processing responsibilities under the Data Protection Act
1998. In practice, this means ensuring that your personal confidential data (PCD) is handled in ways that
are transparent and that you would reasonably expect. The Health and Social Care Act 2012 changed the
way that personal confidential data is processed, therefore it is important that patients are made aware of,
and understand these changes and that you have an opportunity to object and know how to do so.
The health care professionals who provide you with care maintain records about your health and any
treatment or care you have received within the NHS (e.g. NHS Hospital Trust, GP Surgery, Walk‐in clinic,
etc.). These records help to provide you with the best possible healthcare.
NHS health records may be processed electronically, on paper or a mixture of both, and a combination of
working practices and technology are used to ensure that your information is kept confidential and secure.
Records held by this GP practice may include the following information:
•
•
•
•
•
•

Details about you, such as address and next of kin
Any contact the surgery has had with you, such as appointments, clinic visits emergency
appointments, etc.
Notes and reports about your health
Details about your treatment and care
Results of investigations, such as laboratory tests, x‐rays, etc.
Relevant information from other health professionals, relatives or those who care for you

The practice collects and holds data for the sole purpose of providing healthcare services to our patients
and we will ensure that the information is kept confidential. We can disclose personal information if:
(a) It is required by law
(b) You consent – either implicitly or for the sake of their own care or explicitly for other purposes
(c) It is justified in the public interest
Some of this information will be held centrally and used for statistical purposes. Where we hold data
centrally, we take strict measures to ensure that individual patients cannot be identified.
Sometimes your information may be requested to be used for research purposes – the practice will always
endeavour to gain your consent before releasing the information.
Improvements in information technology are also making it possible for us to share data with other
healthcare providers with the objective of providing you with better care. Any patient can choose to
withdraw their consent to their data being used in this way. When the practice is about to participate in
any new data‐sharing scheme we will make patients aware by displaying prominent notices in the surgery
and on our website at least four weeks before the scheme is due to start. We will also explain clearly what
you have to do to ‘opt‐out’ of each new scheme. A patient can object to their personal information being
shared with other health care providers but if this limits the treatment that you can receive then the
doctor will explain this to you at the time.
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Risk Stratification
Risk stratification is a process for identifying and managing patients who are at high risk of requiring
emergency or urgent care. Typically this is because patients have a long term condition such as COPD,
cancer or other medical condition at risk of sudden worsening. NHS England (the national Commissioning
Board) encourages GPs to use risk stratification tools as part of their local strategies for supporting patients
with long‐term conditions and to provide care plans and planned care with the aim to prevent avoidable
admissions or other emergency care.
Information about you is collected from a number of sources including NHS Trusts and from this GP
practice to generate a risk score. Risk stratification enables your GP to focus on preventing ill health and
not just the treatment of sickness. If necessary your GP may be able to offer you additional services.

Care.Data
The care.data programme will bring together securely, health and social care information from different
settings in order to see what’s working really well in the NHS and what could be done better. Using data in
this way is known as data sharing for purposes beyond direct care, and the information will only be shared
if it will benefit patient care.
If you would like to opt‐out please ask for a leaflet at the Reception Desk.

Summary Care Record
If you are registered with a GP practice in England, you will have a Summary Care Record (SCR) unless you
have chosen not to have one. Your SCR contains the following basic information:
• the medicines you are taking
• your allergies
• bad reactions you may have to certain medicines
It also includes your name, address, date of birth and unique NHS Number which helps to identify you
correctly.
If you would like to opt‐out please ask for a leaflet at the Reception Desk.

Shared Healthcare Record
The Shared Healthcare Record is an initiative between GP practices in North Tyneside & Northumberland
and other providers of Health Care. Currently other providers of NHS health care can, with patient consent,
see the Summary Care Record (SCR), showing details of medication and allergies but no other information.
The Shared Healthcare Record initiative is for GP practices to allow, with consent:
•
•
•
•

Northumbria Health Care Foundation Trust (the hospital)
Northern Doctors (GP out of hours services)
Northumberland Tyne and Wear Mental Health Trust
North East Ambulance

to view more medical information through the Shared Healthcare Record for our patients.
If you would like to opt‐out please ask for a leaflet at the Reception Desk.

How do we maintain the confidentiality of your records?
We are committed to protecting your privacy and will only use information collected lawfully in accordance
with the Data Protection Act 1998 (which is overseen by the Information Commissioner’s Office), Human
Rights Act, the Common Law Duty of Confidentiality, and the NHS Codes of Confidentiality and Security.
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All of our staff, contractors and committee members receive appropriate and on‐going training to ensure
they are aware of their personal responsibilities and have contractual obligations to uphold confidentiality,
enforceable through disciplinary procedures. Only a limited number of authorised staff have access to
personal information where it is appropriate to their role and is strictly on a need‐to‐know basis.
We maintain our duty of confidentiality to you at all times. We will only ever use or pass on information
about you if others involved in your care have a genuine need for it. We will not disclose your information
to any third party without your permission unless there are exceptional circumstances, or where the law
requires information to be passed on.

Who are our partner organisations?
We may also have to share your information, subject to strict agreements on how it will be used, with the
following organisations:
•
•
•
•
•
•
•
•
•
•
•
•
•

NHS Trusts
Specialist Trusts
Independent Contractors such as dentists, opticians, pharmacists
Private Sector Providers
Voluntary Sector Providers
Ambulance Trusts
Clinical Commissioning Groups
Social Care Services
Local Authorities
Education Services
Fire and Rescue Services
Police
Other ‘data processors’

Access to personal information
You have a right under the Data Protection Act 1998 to access/view information the Practice holds about
you, and to have it amended or removed should it be inaccurate. This is known as ‘the right of subject
access’. If we do hold information about you we will:
•
•
•
•

give you a description of it;
tell you why we are holding it;
tell you who it could be disclosed to; and
let you have a copy of the information in an intelligible form.

If you would like to make a ‘subject access request’, you need to do the following:
• Your request must be made in writing to the Practice ‐ for information from the hospital you should
write direct to them
• There may be a charge to have a printed copy of the information held about you
• We are required to respond to you within 40 days
• You will need to give adequate information (for example full name, address, date of birth, NHS
number and details of your request) so that your identity can be verified and your records located
*There may be a charge for this service. A fees list is available at www.pphc.info/fees or in surgery.

Notification
The Data Protection Act 1998 requires organisations to register a notification with the Information
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Commissioner to describe the purposes for which they process personal and sensitive information.
This information is publicly available on the Information Commissioners Office website www.ico.org.uk
The practice is registered with the Information Commissioners Office (ICO) as a data controller under the
Data Protection Act 1998. The registration number is Z621460X and can be viewed online in the public
register at http://ico.org.uk/what_we_cover/register_of_data_controllers

Further information
Further information about the way in which the NHS uses personal information and your rights in that
respect can be found in:
The NHS Care Record Guarantee: http://systems.digital.nhs.uk/rasmartcards/strategy/nhscrg
The NHS Constitution: https://www.gov.uk/government/publications/the‐nhs‐constitution‐for‐
england/the‐nhs‐constitution‐for‐england
Care.data programme: https://www.england.nhs.uk/ourwork/tsd/care‐data/
The Information Commissioner’s Office is the Regulator for the Data Protection Act 1998 and offer
independent advice and guidance on the law and personal data, including your rights and how to access
your personal information. For further information please visit the Information Commissioner’s Office
website at http://www.ico.gov.uk.

Objections / Complaints
Should you have any concerns about how we manage your information is managed, please contact the
Practice Manager. If, after contacting the Practice you are still unhappy, you can then complain to the
Information Commissioners Office (ICO) via their website (http://www.ico.gov.uk).
If you are happy for your data to be extracted and used for the purposes described in this fair processing
notice then you do not need to do anything.
If you do not want your personal data being extracted and leaving the GP practice for any of the purposes
described, you need to let us know as soon as possible.
We will then enter clinical codes into your records that will prevent data leaving the practice and / or
leaving the central information system at the Health and Social Care Information Centre (HSCIC) for use by
secondary providers.

If you require this publication in an alternative format, please ask.
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